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Simple Configuration of Microsoft

NPS as Radius for Navigating 

802.1X Networks with Intel AMT 

(Wired & Wireless AMT)

If you are not familiar with 802.1X networks please review my 802.1X 

Overview

http://communities.intel.com/docs/DOC-3866



2

•In Windows 2008 Microsoft NPS (Network Policy Server) replaces the Microsoft IAS (Internet 

Authentication Service) in Windows 2003 as their Radius (AAA Server) component for granting 

access to secure networks.  

•Additionally, NPS can implement extensive health checks to ensure clients comply with your 

secure policy and can quarantine clients to remediation network to bring them up to 

compliance (out of scope for just using as Radius).

•Here we will review how to install and configure NPS as a simple Radius for gaining access to 

secure networks.  This document will assist in setting up a pilot for testing your AMT clients 

OOB (out of band) connectivity with 802.1X enabled networks with NPS as the Radius.

•We will review how to configure a wired 802.1X switch & a Cisco Aironet 1200 wireless AP as 

AAA clients with NPS to provide OOB access to AMT clients.

•We will setup a simple policy to allow all authenticated domain users and domain computers 

on your 802.1X enabled network.

•Without much ado, let’s get started reviewing screen shots for installation and configuration of 

NPS as the Radius in our Windows 2008 X64 environment with Microsoft CA installed for 

certificate services (certificate installation is out of scope).

•Just like IAS Radius, NPS could uses certificate installed on the local computer store on 

which NPS runs for EAP-PEAP and EAP-TLS authentication.  However, make sure you point 

NPS to the right cert if you have multiple certs on the server.  More on this inside when we 

look at EAP-PEAP setup.

Simple Configuration of Microsoft NPS as Radius for Navigating 802.1X 

Networks with Intel AMT
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NPS Install

Open 

Server 

Manager,  

Click on 

Add 

Roles
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Review 

Network 

Policy 

and 

Access 

Services
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Review NPS

At this stage 
minimize 
Server 
Manager.
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Configure NPS

Click, Start, All 
Programs,

Administrative 
Tools,

Network Policy 
Server 

to configure NPS
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Pull drop 

down and 

select 

Radius 

802.1x
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Click 

Configure 802.1X
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Select “Secure 

Wired” and click 

inside Name box 

and give a friendly 

name like 

“WiredPolicy”

Click Next
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Click Add to 

configure your 

wired 802.1X 

switch as Radius 

client.
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Type Name and 

IP for your switch 

and shared secret 

“password1234”

to be setup on the 

web interface for 

your wired 802.1X 

Switch 

correspondingly.

Click OK.
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Select EAP-PEAP, 

click Configure. 

Select the certificate 

based on the “RAS & 

IAS Servers 

Template” and click 

OK on the EAP 

Properties window.  

For configuring 

additional protocols 

finish the wizard first 

and add other 

protocols as needed.

Click OK.
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Important Note on the NPS Certificates:

Use the following Technet articles to configure the NPS 

certificate based on the RAS and IAS Servers Template

NPS Server Certificate and CA installation:

http://technet.microsoft.com/en-

us/library/cc771431%28WS.10%29.aspx

NPS Server Certificate: Configure the Template and Auto-

enrollment

http://technet.microsoft.com/en-

us/library/cc754198%28WS.10%29.aspx

If you require clients to “validate server certificate” then the 

root certificate for the CA that issues the NPS certificate 

should be present in the client’s Trusted root store.
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Important Note on the EAP-PEAP Protocol:

Although EAP-PEAP protocols uses windows username / password for 

authentication, it still requires a certificate to be installed on the NPS server.  If 

certificate is not installed on the NPS, it uses the self-signed web services 

management certificate in IIS7 (WMSvc-XXXX).  

With EAP-PEAP a secure tunnel is first established between Radius and the

client and the username/password exchange happens inside that secure tunnel.

Tip: We noticed that when the authentication fails because of incorrect 

certificate, NPS logs this event as Invalid user name/password for EAP-PEAP 

authentication and do not report the actual error which should state “Secure 

tunnel could not be established for the EAP-PEAP authentication”.

Tip: First test with “validating server 

certificate” unchecked to 

troubleshoot any  certificate 

configuration issues for EAP-PEAP 

protocol.  Once successful, turn on 

“Validate server certificate” option if 

required in your environment.
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Back to the wizard.

You do not need 

to add any users 

here if you want 

to allow all 

domain 

authenticated 

users.  You can 

skip to “Next”

step instead or 

click “Add” to 

add specific user 

groups that you 

would like 

authenticated
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Skip VLANs
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Notice this 

Wizard 

automatically 

creates 

“Connection 

Request Policy”

as well as 

“Network Policy”

for this Wired 

Radius Client.

Finish the 

wizard.
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Double click wired AAA client SRW2008P
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Check the box as 

shown and Apply 

and click OK. 

This setting is 

required for EAP. 

Wizard does not give 

you the option to 

configure this setting.
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Review Connection 

Request Policies 

and Network 

Policies.

Make sure Actions 

Pane is visible, 

Click on “Wired 

Policy” and click 

“Move “Up”
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Likewise, “Move 

Up” WiredPolicy

under “Network 

Policies”
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We finished 

Wired 

Configuration.  

Double-click 

WiredPolicy

under 

“Connection 

Request Policies”

and review each 

of the tabs.
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Double-click 

WiredPolicy

under “Network 

Policies” and 

review each of 

the tabs.

Ignore user dial-

in properties is 

correctly set by 

the wizard
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Use Specific groups if you would like authentication 

restricted only to these groups.  
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Configure additional 

protocols. 

Click Add for 

additional protocols 

and “Move Up” & 

“Move Down” as 

required
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This Network 

Policy will allow 

EAP-PEAP as 

well as EAP-TLS 

which is same as 

“Microsoft Smart 

Card or Other 

Certificate”

protocol as 

shown.
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We finished 

adding the Wired 

AAA client and 

we can add our 

Wireless AAA 

client as well.


