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If you are not familiar with 802.1X networks please review my 802.1X
Overview

http://communities.intel.com/docs/DOC-3866




Simple Configuration of Microsoft NPS as Radius for Navigating 802.1X
Networks with Intel AMT

*In Windows 2008 Microsoft NPS (Network Policy Server) replaces the Microsoft IAS (Internet
Authentication Service) in Windows 2003 as their Radius (AAA Server) component for granting
access to secure networks.

«Additionally, NPS can implement extensive health checks to ensure clients comply with your
secure policy and can quarantine clients to remediation network to bring them up to
compliance (out of scope for just using as Radius).

*Here we will review how to install and configure NPS as a simple Radius for gaining access to
secure networks. This document will assist in setting up a pilot for testing your AMT clients
OOB (out of band) connectivity with 802.1X enabled networks with NPS as the Radius.

*We will review how to configure a wired 802.1X switch & a Cisco Aironet 1200 wireless AP as
AAA clients with NPS to provide OOB access to AMT clients.

*We will setup a simple policy to allow all authenticated domain users and domain computers
on your 802.1X enabled network.

*Without much ado, let’s get started reviewing screen shots for installation and configuration of
NPS as the Radius in our Windows 2008 X64 environment with Microsoft CA installed for
certificate services (certificate installation is out of scope).

«Just like IAS Radius, NPS could uses certificate installed on the local computer store on
which NPS runs for EAP-PEAP and EAP-TLS authentication. However, make sure you point
NPS to the right cert if you have multiple certs on the server. More on this inside when we
look at EAP-PEAP setup. 2
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Active Directory Certificate Services (AD C5) is used to create certification authorities and related role services that allow you to issue and manage
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Before You Begin This wizard helps you install roles on this server. You determine which roles to install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site,
5 Roles pe i =] : g
Corfrmatan Before you continue, verify that:
Progress « The Administrator account has a strong password
» Metwork settings, such as static IP addresses, are configured
Results = The latest security updates from Windows Update are installed
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wizard again,
To continue, dlick Next.
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Select Server Roles

Select one of more roles toinstall on this server,
Roles:

/| Active Directory Domain Services {Installed)
|:| Active Directory Federation Services
[ ] Active Directory Lightweight Directory Services
|:| Active Directory Rights Management Services
[ ] application Server

/| DHCP Server {Installed)

/| DS Server (Installed)
|:| Fax Server
/| File Services (Installed)
|:| Hyper-¥
Elll Mebwork Policy and Access Services

[ ] Terminal Services
|:| UDDI Services
/| Web Server {II5) (Installed)
[] windows Deployment Services
[] windows Server Update Services

Maore about server roles

/| Active Directory Certificate Services {Installed)

Description:

Wetwork Policy and Access Services
provides Network Policy Server (NPS),
Routing and Remote Access, Health
Registration Authority (HRA), and
Host Credential Authorization Protocol
(HCAP), which help safeguard the
health and security of your nebtwork.
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Introduction to Nebtwork Policy and Access Services
Metwork Policy and Access Services allows you to provide local and remote netwark access and to define and
enforce policies for network access authentication, authorization, and dient health using Metwork Policy Server
Metwork Policy and Access Services {MP5), Routing and Remote Access Service, Health Registration Authority (HRA), and Host Credential
i Authorization Protocol (HCAPY,
Role Services
Canfirmation Things to Note
5 .__|| You can deploy MPS as a Remote Authentication Dial-In User Service (RADIUS) server and proxy and as a
L e Metwork Access Protection (MAP) policy server. After installing MPS using this wizard, yvou can configure NPS
Rezyits from the NPAS home page using the NP5 console,

i. MAP helps you ensure that computers connecting to the network are compliant with organization network
and dlient health ‘DOhI:IES After installing NF'S using this wizard, you can configure MAP from the NPAS home
page using the MPS console,

Additional Information

Overview of Metwark Policy and Access Services

MAP enforcement methods

Metwork Access Protection (MAPYin NPS

Metwork Policy Server
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Select the role services to install for Metwork Policy and Access Services:

Description:

Netwark Policy Server (NPS) allows
you to create and enforce
arganization-wide network access
policies forclient health, connection
request authentication, and
connection request autharization.
With NP5, you can also deploy
Network Access Protection (NAP), a
client health policy creation,
enforcement, and remediation
technology.
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Progress Network Policy Server
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Installation Results

Before You Begin

The following roles, role services, or features were installed successfully:
Server Roles

' : @ linformational message below
Metwaork Policy and Access Services

Raole Services “ Network Policy and Access Services E Installation succeeded I

Confirmation The following role services were installed:
Network Policy Server

Progress
(:D You can use a wizard in the MPS console to configure Metwork Access Protection (MAP), To open
the MPS console after installation, go to Server Manaager or click Start, Administrative Toals,

Metwork Policy Server.

Print, e-mail, or save the installation report
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Active Directory Certificate Services (AD C3) is used to create certification authorities and related role services that allow you to issue and manage
certificates used in a variety of applications.

[~ Role Status Go to Active Directory Certificate

Services
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System Services: All Running
i) Events: 4informational in the last 24 hours
Is [~ Role Services: 3 installed _ﬁ Add Role Services
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Metwork Device Enrallment Service Mot installed

&% LastRefresh: 10/23/2009 10:15:30 PM  Configure refresh



[ IR THoW (R

sl ?

Server Manager (WINZ008A0)
E} Roles
E Active Directory Certificate
Artive Directory Domain Se
%ﬁ DHCP Server
DMS Server

=l File Services
Metwork Policy and Access
5 Web Server {I15)

Feaiures

Dizgnostics
& Configuration
= Storage

HEHEEH

[+

Review NPS

At this stage
minimize
Server
Manager.

-

Provides support for network routing, virtual private networks, and network access polices,

"“ Summary
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|=)| Preferences

Display Mame Service MName Status Startup Type Monitor
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302, 1x wireless or Ethernet switch connection attempts sent by access servers that are compatible with the
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Pull drop
down and
select
Radius
802.1x

Getting Started

Metwoark Palicy Server (NP3] allows you to create and enfonce onganization-wide network access
policies for client health, connection request authentication, and connection reguest authorzation.

Standard Configuration -

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

INetwnrk Access Protection (NAF) 1|r| I

Network Access Protection (MAP)

When you corfigure NP5 as a NAP policy server, you create health policies that allow NP5 to validate the
configuration of MAP-capable client computers before they connect to your networc. Clients that are not
compliant with health policy can be placed on a restricted network and automatically updated to bring them
into compliance.

B} Corfigure NAP B Leammore

Advanced Configuration -
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§ Metwark Access Protection
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Click
Configure 802.1X

Geiling Staried

Metworls Policy Server (NFS) allows you to create and enforce organization-wide networlc access
policies for client health, connection request authertication, and connection request authaonzation.

Standard Configuration -

Select a corfiguration scenario from the list and then click the link below to open the scenario wizard.

RADIUS server for 802.1X Wireless or Wired Connections

When you configure MP5 as a RADIUS server for 802 1% connections, you create networlk policies that allow
NP5 to authenticate and authorze connections from wireless access points and authenticating switches (glso
called BADIUS clients).

I n Corfigure 802.1X I B Leam mare

Advanced Configuration -
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H h Metwork Access Protection
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Wired” and click
inside Name box
and give a friendly
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“WiredPolicy”
Click Next

Getting Started

MNetworl: Palicy Sel
policies far client

Standard Configur:

Select 3 canfiguration so

RADIUS server for 8021

RADIUS server for

When you corfigure MP2
NP5 to authenticate and
called RADIUS clients).

B} Corfigure 802.1X

Advanced Configur

| Configure BOZ2.1X B

! Select 802.1X Connections Type
L]

Type of 802.1X connections:
" Secure Wirsless Connections

When you deploy 802. 1% wireless access points on your network, NP5 can authenticate and authorze

connection reguests made by wirgless clients connecting through the access points.

¥ Secure Wired (Ethemet) Connections

gwitches on your networs, MPS can authenticate and authorize

conmection regquests made by Ethemet clients connecting through the switches.,

Mame:

This default texd 15 used as part of the name for each of the policies created with this wizard, You can use the

default tesd or madify it

I |"a"'s'ireu:| Policy I

Ereviomus | izt

Cancel
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[EJ' Falicies client computers,
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% Accounting Standard Configurz
RADIUS clients:
Select a configuration so I Add...
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RADIUS server for 8021

. RADIUS server for
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Type Name and
IP for your switch
and shared secret
“password1234”
to be setup on the
web interface for
your wired 802.1X
Switch
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Click OK.
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called RADIUS clients].

B Corfigure 802 1%

Advanced Configur

M

RADIUS
client o

Tospec

RADILZ

Specify 802.1X Switches

Please specify 802.1% switches or'Wireless Access Points (RADIUS Clients)

New RADIUS Client

x|

— Mame and Address
i [RE=Taal=0e

SRW2008P
ress (IP or DNS):
192.168.0.5

Verfy....

g

— Shared Secret
To manualy type a shared secret, click Manual: To automatically generate & shared
secret, click Generate. You must corfigure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

e
= Manual " Gererate
Shared secret!
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Corfirm shared secret:
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RADIUS server for 8021

RADIUS server for

When vou configure NP
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B3 Configure 802.1X

Advanced Configur

Configure B02.1X

. ! Specify 802.1X Switches

Flease specify B02.1X switches orWireless Access Points (RADIUS Clients)
FADIUS clients are network access servers, such as authenticating switches. RADIUS clients are not
client computers.
To specify a RADIUS client, click Add.

RADIUS clients:
SRW2008P

Add... I
Edit.. |
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| Connection Request Palides
| Metwork Polices
| Health Polices

ﬁ Metwork Access Protection

‘El Accounting

Select EAP-PEAP,
click Configure.
Select the certificate
based on the “RAS &
IAS Servers
Template” and click
OK on the EAP
Properties window.

For configuring
additional protocols
finish the wizard first
and add other
protocols as needed.

Click OK.

Metworc Policy Server (NF
far cliert health, cannectic

Standard Configuration

Select a configuration scenario fi

| RADIUS server for 802 1X Wirel

RADIUS server for 802.1

When you configure NP5 asa F
NP5 to authenticate and author;
called RADIUS clients).

B Corfigure 802.1X

Advanced Configuration

Configure BD2.1X

: L]
Getting Started *{

Configure an Authentication Method

Select the EAP type for this policy,

Type (based on method of access and network configuration):

If-e1in:n:|snﬁ: Protected EAF {FEAF)

Edit Protected EAP Properties

Select the certificate the server should use to prove itsidentity to the dient,
A certificate that is configured for Protected EAP in Connection Request
Policy will override this certificate.

WIN2003AD. vprodema. cam =

WSy c-WIN2005AD
WINZ2008AD, vprodemo, com
Win2008AD, vorodemo. com
Issuer: y

Certificate issued

Friendly name:

Expiration date: 10/26/2011 ::05:18 PM

¥ Enable Fast Reconnect
™ Disconnect Clients without Cryptobinding
Eap Types

assword (EAP-MSCHAFP vZ)

Mowve g |
e o |

Add Edit
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Important Note on the NPS Certificates:

Use the following Technet articles to configure the NPS
certificate based on the RAS and IAS Servers Template

NPS Server Certificate and CA installation:
http://technet.microsoft.com/en-
us/library/cc771431%28WS.10%29.aspx

NPS Server Certificate: Configure the Template and Auto-
enrollment

http://technet.microsoft.com/en-
us/library/cc754198%28WS.10%29.aspx

If you require clients to “validate server certificate” then the
root certificate for the CA that issues the NPS certificate
should be present in the client’s Trusted root store.
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Important Note on the EAP-PEAP Protocol:

Although EAP-PEAP protocols uses windows username / password for
authentication, it still requires a certificate to be installed on the NPS server. If
certificate is not installed on the NPS, it uses the self-signed web services
management certificate in 11IS7 (WMSvc-XXXX).

With EAP-PEAP a secure tunnel is first established between Radius and the
client and the username/password exchange happens inside that secure tunnel.

Tip: We noticed that when the authentication fails because of incorrect
certificate, NPS logs this event as Invalid user name/password for EAP-PEAP
authentication and do not report the actual error which should state “Secure
tunnel could not be established for the EAP-PEAP authentication”.

Protected EAP Fropertie: [£5]
Tip: First test with “validating server [ i e ]
certificate” unchecked to .
troubleshoot any certificate T ot ctishin tortan
configuration issues for EAP-PEAP e ot Ao
protocol. Once successful, turn on gt s e
“Validate server certificate” option if B s ]
required in your environment. e

certification authorities 2 2
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Getiing Started :
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Select a configuration so

|RADIUS server for 802.1

RADIUS server for
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NP5 to autherticate and
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Advanced Configur

Configure 802.1X

Specify User Groups

X

Users that are members of the selected group or aroups will be allowed or denied access

based onthe network policy Access Permission setting.

To select User Groups, click Add. f no groups are selected, this policy applies to all users,
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Specify User Groups

=l || RADIUS Clients and Servers
§ RADIUS Clients Nietwads: Policy Sex

__.'-E Remote RADIUS Server Groups @ policies for client b To select User Groups, click Add. f no groups are selected, this policy applies to all users.
=] Palicies

5 Metwork Access Protection

B Accounting Standard Configur: Groups | | Add.. I

WPRODEMODomain Users
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Standard Configur:
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RADIUS server for 802.1

RADIUS server for
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B3 Corfigure 802.1%

Advanced Configur

Assign 802.1% clients to a VLAN with NPS attributes,

; ! Configure a Virtual LAN (VLAN)

If your BADIUS clients {authenticating switches and wirsless ac::ess_pn'rrﬂs} support VLANs, you can configure
NP5 ta supphy RADIUS clients with VLAM information. This allows the BADIUS clierts to route traffic to the
appropriate natwork based on instructions it receives from NP5,

ff you do not use VLANS oryou want to configure them later, click Meat.

WLAN corfiguration
To provide MPS with the VLAN information far vour organization netwark, click Corfigure,
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. " Configure 802.1%
Request Policy
as We” as Advanced Configur
11 - ” - -
Network Policy Confiuration Defals

for this Wired
Radius Client.

Previous [ et I Finish I Cancel

Finish the

wizard.
26



File  Action

View Help

= HE

| 7

(@ 14PS (Local)
= [ RA

|=] policies
B, networ

B Accoun

H RADIUS Clients

EINOE AL

k Access Protection
ting

Double click

% RADIUS clierts aliow you to specity the network access servers, that provide access to your network.

SRW2008P 152.168.05 RADIUS Standard Mo

Enabled

wired AAA client SRW2008P
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“& Nebwork Policy Server SRW2008P Properties I

File Action View Help

e | 7= H=

(@ MPS (Local)

B[] RADIUS Clients and Servers
5 RADIUS Clients
E Remote RADILS Server Groups
= [=[ Policies
[+ 5 Metwork Access Protection
B, Accounting

Check the box as
shown and Apply
and click OK.

This setting is
required for EAP.

Wizard does not give
you the option to
configure this setting.

Settings I

¥ Enable this RADIUS client

Friendhy name:
|SRW2008F

Address {IP or DSk
{132.168.05 Verify...

Specity RADHIS Standard for most RADILS clients, or select the RADIUS client vendor
from the list.

Wendor name: I RADIUS Standard j

To manually type a shared secret, click Manual: To automatically generate a shared secret,
click Generate . You must configure the RADIUS client with the same shared secrat entered
here. Shared secretz are case-sengitive,

&~ Manual " Generate
Shared secret: II-IIIIII'III'
Confirm shared secret: II-I-I--II-II-

F Access-Reguest messages must contain the Message-Authenticator attr'lbutI.

[ RADIUS client is NAP-capable
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24 Network Policy Server |

=10] |

Make sure Actions
Pane is visible,
Click on “Wired
Policy” and click
“Move “Up”

Settings - Then the following ssttings are applied:

Setting | Value
Authentication Provider Local Computer

File  Action View Help
= m H
(@ NP (Local) 7 _. : : ~| | Actions
El [5] RADIUS Clients and Servers - Connection request policies allow you to designate whether connection
L i requests are processed locally or farwarded to remote RADIUS servers. For Connection Request Policies "
| RADIUS Clients — NAP VPN or 802.1X, you must corfigurs PEAP authartication in
55| Remote RADIUS Server Groups e s ~| New
= |5 Policies Policy MName | status | Processing Order | S0 I_ e e
{.-} Connection Request Polices [E[ Usz Windows authertication for all users Enabled 1 Un... i
[—§ Network Polides [\Wired Policy Enabled 2 View b
[ Health Palicies _
_ﬁ Metwaork Access Protection i) Refresh
& Accounting E Help
= WiredPolicy -
Review Connection e o[t ]
. Condtions - if the following condtions are met: T TR e
Request Policies
Condition | Value Disable
an d N etWO rk MAS Port Type  Ethemet Pkt
Policies. )

Duplicate Palicy

Properties

Help
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%% Network Policy Server L

File Action View Help

_lolx|

&= 2 m BiE

@ Ps (Local)

= 7] RADIUS Clients and Servers
3 RADIUS Clients
ﬂ Remote RADIUS Server Groups
= =/ Policies
_, Connection Reguest Policies
[ Network Policies
[7] Health Policies
_ﬁ Metwork Access Protection
.ﬂ Accounting

Likewise, “Move
Up” WiredPolicy
under “Network

Policies”

- [ Metwork policies allow you to designate who is authorized to connect to the
- | metwork and the circumstances under which they ean or cannot connect.

Palicy Mame Ctatiss | Processi

,.-._'ﬁl:cunnectiuns to Microsoft Routing and Remote Access server Erabled 2
,I__'ﬁCDnnectiDns to-other access servers Enabled 2

4 | i

N

Conditions - If the following conditians are met;

Condition | Valus
MAS Port Type  Bthemet
Windows Groups  VPRODEMO Domain Users OR VPRODEMODomain Comput

Settings - Then the following settings are applied:

Setting | Valus
Authertication Method EAF OR MS-CHAP w1 OR M54

Access Pemmission Grant Access i
= T e I .

Actions

Hetwork Policies
Mew
Export List
Wiew

|G Refresh

ﬂ Help

Mave Up

Maowve Dawn
Dizahle

Delete

Rename
Duplicate Policy

Properties

Help
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*t Nehwork Policy Server | WiredPolicy Properties N _ _il

File  Action Wiew Help

as| 22 HE -

Overview | Conditions | Settings |

Palicy name: ired Polic
@ MPS (Local)
- - y Connecti
F . P:AD;UEEI;ZT a:f Servers _. it —~Policy Stste
_j_ o e — NAP VF_' ff enabled, NP5 evaluates this policy while processing connection requests. f disabled, NP5 does not evalue this poficy.
ij Remote RADIUS Server Groups connect

= [E| Policies
| Connection Request Policies
7 Metwork Policies

¥ Policy enabled

= [N
[ Health Polides — Netwark connection method
ﬁ Metwaork Access Protection Select the type of network access server that sends the connection request to NPS. You can select either the netwark acoess server
"E Acrounting type or Vendor specific.

% Type of network access server:

We f| n|Shed |L|nspec:'rfied LI

WI red Conditions - 1 e sctin:

. . Condtion 0
Configuration. rr—— -
Double-click
WiredPolicy
under . Settings - Then
“Connection T

| Sefting

Request Policies”| | Asenteater
and review each |4

of the tabs.

O I Cancel | Apply |
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¥4 Network Policy Server

File  Action View Help

WiredPolicy Properties

Overview Condtions |Seﬁings|

= [Z] Policies
I _':. ‘Connection Reauest Policies
| Metwork Policies
| Health Policies
= ﬁ Metwork Access Protection
‘-E Accounting

) L

&= sz HBE
€ 1S (Local) ]
El [] RADIUS Clients and Servers E‘;T_Ir;ﬁl
j_ RADIUS Clients —4  NAPVPI
ﬂ Remote RADIUS Server Groups rnnnect

Palicy Name
. YiiredPalicy

J lse Windows

i

Conditions - If t

Condition
MNAS Port Ty

Settings - Then

Setting
Authertication

R

Configure the conditionis for this network palicy.

If conditions match the connection request, NP5 uses this policy to authonze the connection request. f condtions do not match the
connection reguest, NP5 skips this policy and evaluates other policies, f additional policies are u:unﬁgured:

J Condition Value

© NAS Port Type

Condition description:

The MAS Port Type condtion specifies the type of media used by the access client, such as anglog phone fines, |SON, tunnels-or virtual
private networks, |EEE 80217 wireless, and Ethemet switches.

fdd.. | Edt. | Femowe |

ok | Ccancel |

£5ply |
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“& Network Policy Server WiredPolicy Properties -

File Action View Help

& 7m HE

II .Gvem'ewl Condtions  Settings | I

(@ 15 (Local)

B[] RADIUS Clients and Servers
gl RADIUS Clients
ﬂ Remote RADIUS Server Groups
= 5] Policies
|1 Connection Request Policies
[ Metwork Policies
[ Health Policies
5 Metwork Access Protection
‘E Accounting

FPalicy Name
E WiredPolicy

=fUse Windows

Conditions - ff t

Condition
MNAS Part Typ

Settings - Then

Sei'l'rng
Authenticatior

Bl

Configure the settings for this network policy.

ff conditions and constraints match the connection request and the policy orants access, seftings are applied:

Settings:
Ethluiredi Authentication — (vemide network policy authertication settings
£ Authentication Methods These authentication setings are uzed rather than the constraints and authentication
. zethings in network policy, For VPN and 802 1= connections with AR, vou must

Forwarding Connection cotfigure PEAP authentication kere,
Reguest
= Authentication EAP types are negotiated between NPS and the client in the order in which they
l-ﬁl i are listed,
Specify a Realm Name B Topet

: ; S Movellp |
2] Attribute
RADIUS Attributes tiive Dawr |
@. Standard

Al R Remove

Yendor Specific

Less secure authentication methods;
[T Microzoft Encrypted Authentication version 2 [M3-CHAP-2)

[T User can change password after it has expired
[T Microsoit Encrupted suthentication [M5-CHAR)
[T User can change password after it has expired
[T Encivpted authentication [CHAP)
[T Unenciypted authisntication (FAP, SPAR)

[T Allow dients to connect without negotiating an authentication methad

o |

Carcel |

£rpl |
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"ﬂ ‘Metwork Policy Server

File  Action View Help

WiredPolicy Properties

Chvenriew |Cnnu:h"tinﬂs| Ccnnstraintsl Seﬁings'

&3] ﬁ Metwork Access Protection
'-'EI Accounting

Double-click
WiredPolicy
under “Network
Policies” and
review each of
the tabs.

Ignore user dial-
in properties is
correctly set by

&9 7=HE :
€ s fLocal) ]
Bl [Z] RADIUS Clients and Servers Ej:;i
§ RADIUS Clients =
ij Remote RADIUS Server Groups | L
= _-_r Policies Palicy Name:
| Connection Reguest Policies
{5 Network Policies e
1 Health Policies IgiConnections tc

I IS

MiredPolicy

Policy name:

— Policy State

if enabled, NP5 evaluates this policy while pedorming authonization, If disabled, NPS does not evaluate this policy.

¥ Policy enabled

—Access Pemission

If conditions and constraints of the network policy match the connection reguest, the policy can either grant access or deny
access. What is sccess permission?

% Grant access. Grant access f the connection request matches this policy.

Access Pemiz

. B

the wizard

Condtions -t " Deny access. Deny access i the connection reguest matches this policy,
EEEEEEE I¥ lanore user account dialdn properties.
Condtion
_N—ES ot Ty ff the connection request matches the conditions and constraints of this networic policy and the policy grants access, perfom
2 authorzation with networs policy only: do not evaluate the dialin properties of user accounts |
Windows Grou
— Metwork connection method
Select the type of network access server that sends the connection request 1o NPS. You can select sither the network access server type
or Vendor specific.
Cettings - Then % Type of network socess server:
— | |nspecified _j
Setting
Autherticati
S ™ Veridor espectic:

10 -

ITI Cancel | Apply |
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*& Network Policy Server

WiredPolicy Properties I

‘Ovenview  Condtions | Constraints | Settings |

File Acton View Help
; ] 1
8|25 HiE
MNPS {Local
@ il : : © Metwor
| | RADIUS Clients and Servers :
i netwark
F RADIUS Clients —
_ _{j Remote RADIUS ServerGroups
B [E| Policies Polici Name
[] Connection Request Policies WiredPali
[ Network Polices E ) P
[ Health Polides I Conmections ts
ﬁ Metwork Access Protection
.'EI Accounting P I
Conditions - if
Condition
MAS Port Typr

Windows Grov

Configure the conditions far this netwaork policy.

If conditions match the connection request, NP5 uses this policy to authonze the connection request. f condttions do not match the
connection reguest, NP5 skips this policy and evaluates other policies, f additional policies are configured.

| Condition | Yalug
MAS Port Tvpe Fthemet
Windows Groups YPRODEME \Domain Users OR VPRODEMO\Domain Computers

Use Specific groups if you would like authentication
restricted only to these groups.

Condition description:
Cettings -Then  The Windows Groups condition specifies that the connecting user or computer must belong to one of the selected groups.
Setting
Authenticatior
Access Pemis Add. | Edit .. | Bemaove |
1 I
ok | caned | ey |
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=i Network Policy Server WiredPolicy Properties )

File  Action

View Help

d= = |

| HI5m

@ MPS {Local)

I' Dverview I Conditions Constraints |Se¢tings|

Configure the constraints for this network palicy.
if all constraints are not matched by the connection request, network access is denied.

B | RADIUS Clients and Servers
5 RADIUS Clients
iﬂ Remote RADIUS Server Groups
= _EJ Paolicies
_J Connection Reguest Policies
(= Metwork Polices
7] Health Policies
ﬁ Metwork Access Protection
‘EI Accounting

Constraints:

Constraints

& Authentication Methods

ol Idle Timeout

ik, Session Timeout

{5 Called Station 1D

'? Day and time restrictions

"'_ MAS Port Type

Allow access only to those clients that authenticate with the specified methods.

EAP types are negotiated between MPS and the client in the order in which they are
listed.

EAP Types:

t e o

4| | Ei
rdd. | Edt. Remove |

Less secure authentication methods:
¥ Microsoft Encrypted Authentication version 2 (MS-CHAP2)
¥ User can change password after it has expired
¥ Microsoft Encrypted Authentication (MS-CHAP)
¥ User can change password after it has expired
[T Encrypted authertication (CHAP)
[T Unencrypted authentication {PAP, SPAP)
[T Alow clients to connect without negotiating an authentication method
[T Peform machine health check only

Microsoft: Protected EAP (FEAF) Mavellp |

4 File System o
] o W e e L moa f ‘ I

OK Cancel |

Apply
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i

File Action View Help
Ll A a7 e

@ MPS {Local)

B[] RADIUS Clients and Servers
§ RADIUS Clients
j__ij Remote RADILS Server Groups

=l =] Policies
_| Connection Regquest Policies

() Metwork Policies
[7] Health Policies
_ﬁ Metwork Access Protection
B, Accounting

Configure additional
protocols.

Click Add for
additional protocols
and “Move Up” &
“Move Down” as
required

Oiverview | Conditions Constraints |5&1‘l‘ings

p
if all constraints are not matched by the cunner}tlun request, network access is denied:

Constraints:

Constrainis

& Authentication Methods

i Idle Timeout

wh, Session Timeout

[ Called Station ID

j’ Diay and time restrictions

& NAS Port Type

Allow access onby to those clients that authenticate with the specified methods.

EAP types are negotiated between MPS and the client in the order in which they are

listed.
EAP Types:

%] —

Less sacure authe
¥ Microsoft Ener

W Usercanc
¥ Microsoft Encr

W Usercanc
[T Encrypted autl
[T Unencrypted
[ Mlow clierts tc
[T Pedorm machi

Microsoft: Protected EAP {PEAP)

Mawve llp

il e [t

i

Il
x|

Aithentication methods:

Microsoft: Smart Card or other cerdificate

Microsoft: Secured password (EAP-MSCHAP v2)

| >
e o |
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".. ‘Hetwork Policy Server

File  Action View Help

WiredPolicy Properties .

Overview | Condtionz  Constraints |Se‘rtlngs|

Configure the constrairts for this networc palicy.
ff all constraints are not matched by the connection request, network access is denied.

Constraints:

Constrainis

e 7= HE :
MPS {Local)

% =] RADIUS Clients and Servers [ rrje?:;ﬂri{
§ RADIUS Clients
ij Remote RADIUS Server Groups

B 5[ Policies Policy Name:
| Connection Request Policies & \ViredPolicy
i Network Polices éﬂﬂunnedions te
| Health Policies éﬁﬂnnnec’tions 1

ﬁ MNetwork Access Protection
’.'E Accounting

KN

Condiions -

This Network
Policy will allow
EAP-PEAP as
well as EAP-TLS
which is same as
“Microsoft Smart
Card or Other
Certificate”

protocol as Aire Pl
shown e

Condition
MAS Port Ty
Windows Groy

Settings - Then

Setting
Authenticatior

& Authentication Methods

% Idle Timeout

% Session Timeout

i Called Station 1D

5 Day and time restrictions

& NAS Port Type

Alow access only to those clients that autherticate with the specified methads.

EAP types are negatiated between NP5 and the client in the orderin which they are
listed.

EAF Types:

Microsoft: Protected EAP (PEAR)
Microsoft; Smart Card or other cedificate

fave lp

e

| | H
A, | e

Less secure authertication methods:
¥ Wicrosoft Encrypted Authertication version 2 {MS-CHAP-¢2)
W User can change password afterit has expired
¥ Microsoft Encrypted Authentication (MS-CHAR)
¥ User can change password after it has expirsd
[T Encrypted authentication (CHAR)
[T Unencrypted authentication (PAP, SPAF)
[T Allow clients to connect without negotiating an authentication method
[T Perform machine health chack anly

Remove |

oK Cancel |

Apoly
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& Network Policy Server WiredPolicy Properties = 3

File  Action View Help

e 5= HE

Overview | Condiions | Constraints Seftings |

(@ 1P (Local)
Bl || RADIUS Clients and Servers
5 RADIUS Clients
j'j Remote RADIUS Server Groups
= 5[ Polices
_, Connection Request Polices
[ Netwark Policies
[ Health Policies
ﬁ Metwork Access Protection

‘EI Accounting

We finished
adding the Wired
AAA client and
we can add our
Wireless AAA
client as well.

Configure the settings for this netwark policy.

I conditions and constraints match the connection request and the policy grants access, settings are applied.

- [ Network
- | networkc Settings:
Poicy N BEES Al To send additional attibutes to RADIUS clients, select 3 RADIUS standard attibute, and
.I.GQL then click Edi. f vou do not configurs an attibuts, it is not sent to RADIUS clients. See
WiredPolicy ; your RADIUS client documentation for required attributes.
iﬁCunnediDns te (] Vendor Specific
,[_'ﬂCunnectinns te Metwork Access Protection
_ﬁ NAP Enforcement .
1 | Attributes:
1B Extended State Narme | Value |
£ Routing and Remote Access Framed-Frotocal PHEp
_ gy Multilink and Bandwidth Service-Type Framed
Candtions - 1 Allocation Protocol (BAF)
Condtion 4 !
T — IP Filt
NAS ot Typi{ B Y s
Windows Gro ﬁ Encryption
;.j IP Settings
Add... Edit. Hemmaye
Settings - Then
Setting
Authenticatior
Access Pemnis
-y (R

oK Cancel |




