Configure 802.1 ]

le- Action Miew Help .
—— — Select 802.1X Connections Type
ENEE *
P RADIUS Clients and Servers Getting Started
5 RADIUS Clients Netwark Policy Server (NPS) al .
i A3 Remote RADIUS Server Groups for client heatth, connection rec | TyPe of 802.1X connections:
EJ. Policies * Secure Wireless Connections

| Connection Request Policies

£n you deploy wWireless access points on your networc, MPS can authenticate and authorize

7| Metwork Policies e connection regquests n'iadeb}-' wirgless clients connecting through the access points.
| Health Policies ~
ﬁ Network Access Protection Select a corfiguration scenario from secure VWired [Ethemet] Connections

‘ﬁ Accounting

When you deploy 802 1X autherticating switches on your networl, NP5 can authenticate and authonze
connection requests made by Ethemet clients connecting through the switches.

RADIUS server for 8021 Wireless ¢

T

MName:
RADIUS server for 802 1X W This default text i= used as part of the name for each of the policies created with this wizard: You can use the
Step th rou g h the When you corfigure NP5 asa RADIL default text or modify it .
NP5 to authenticate and authorize co. iy -
Wizard again to called RADIUS clients). WirelessPaiicy |

add your wireless

client.

ﬁ Corfigure 802.1X |

Advanced Configuration

Previons |m FEimist Cancel




*& Hetwork Policy Server

File  Action Wiew Help
== Him
= [ RADIUS Clients and Servers Geiting Started

& RADIUS Clients
iﬂ Remote RADIUS Server Groups
= [=f Policies
:| Connection Request Policies
5] Metwork Policies
[7] Health Policies
5 Metwork Access Protection

"ﬁ Accounting

Metwork Palicy Server (NPS) al
for client health, connection rec

&

Standard Configuration

Select a configuration scenario from th

RADIUS server for 302 .1 Wireless ¢

RADIUS server for 802.1X W

When you corfigure NPS as a RADIL
MPS to authenticate and authorize co
called BADIIS clients).

B} Corfigure 202.1X

Advanced Configuration

Configure B02.1X

! Specify 802.1X Switches

Please specify 802.1% switches orWireless Access Points (RADIUS Clients)

RADIUS clients are network access servers, such as authenticating switches and wireless access point,

RADIUS clients are not client computers.
To specify a RADIUS client, click Add.

RADIUS clients:
[SRwzooer I Add... ||
Aironet 1200 Properties ] x| ITI
—MName and Address
Friendly name: Remaove |
[ironet 1200
Address {IF or DNS):
152.168.0.4 Verfy... |
~ Shared Secret

To manually type a shared secret, click Manual. To automatically generate a shared
secret; click Generate. You must corfigure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

% Manual " Generate

Shared secret;

Corfim shared secret: .

Cancel

=

I|_|

File System

]

— ok ] cercs |




%k Hebwork Policy Server

File Acton ‘iew Help
&= |z HE
© s (Local Getting Started

B [] RADIUS Clients and Servers

B 5

5 RADIUS Clients
iﬂ Remote RADIUS Server Groups

Ef Policies

_J Connection Reguest Policies
| Metwork Policies
[ 7] Health Policies

ﬁ Metwork Access Protection
'ﬁ Accounting

Step through the
Wizard to select
the required
protocol and click
“Finish” when
you are done.

Metwor Policy Server (NP S)al
tor cliert heatth, connection rec

Standard Configuration

Select a configuration scenario from th

IHADILIS server for 802 1% Wireless ¢

RADIUS server for 802 1X W

When you corfigure NPS as 3 RADIL
MPS to authenticate and authorize co
called RADILS clients).

B} Configure 802.1%

Advanced Configuration

I Configure B02.1X

Specify 802.1X Switches
* Flease specify 802.1X switches orWireless Access Points (RADIUS Clients)

RADIUS clients are network access servers, such as authenticating switches and wireless access point.

RADIUS clients are not client computers.
Tospecify a RADIUS client, click Add.

RADIUS clients:

| SRW2008P

Ad
Edit

Femove

it

Frevious | Eimsh | Cancel |




*» Network Policy Server |

File Action View Help

== =

(@ 1Ps {Local)
B[] RADIUS Clients and Servers
3 RADIUS Clients
j'ﬂ Remate RADIUS Server Groups
B |Z| Polices
[ Connection Request Policies
[ Metwork Policies
|| Health Policies
ﬁ Metwaork Access Protection

‘h Accounting

Getting Started

Metwork Policy Server (MPS) al
for client healtth, connection rec

Standard Configuration

Select a configuration scenario from th

RACIUS serverfor 802.1% Wirsless ¢

RADIUS server for B02.1X W

Wi'hen you configure MPS as a RADIL
MNP5 to autherticate and autharze co
called RADIUS clients).

B} Configure B02.1X

Advanced Configuration

Configure BOZ.1X

Completing New IEEE 802.1X Secure Wired and

Wireless Connections and RADIUS dients

You have successfully created the following policies and configured the following RADIUS clients.

* To view the configuration details in your default browser, click Corfiguration Details.
* To change the configuration, click Previous.
+ To save the configuration and close this wizard, click Finish:

Connection Request Policy:
WirelessPolicy

Metwork Policies:
WirclessPolicy

Configuration Details

Previous [t | Finish

Cancel |




*4 Network Policy Server
File  Acton View Help

= 2 m HBE

@ MPS {Local)

Bl [7] rADIUS Clients and Servers
7 RADIUS Clients
iij Remote RADIUS Server Groups
=[5 policies
| Connection Request Policies
| Metwork Policies
| Health Policies
5 Metwork Access Protection
lg Accounting

Make sure to
check the
required
Message
Authenticator for
EAP.

;! RADIL.

Friendhy Name:
| SEW2008P
B Aironet 1200

Aironet 1200 Properties

Settings |
v Enable this RADIUS client

Friendhy name:
|Aironet 1200

Address {IF ar DNS):

[132.158.0.4 Veerify... |

Specify RADIUS Standard for most RADIUS clierts, or select the RADIUS client vendor
from the list.

Vendor name: RADIUS Standard =]

Ta manusly type a shared secret, click Manual. To automatically generate 3 shared secret,
click Generate. You must corfigurs the RADIUS client with the same shared secret entered
Rere. Shared secrets are case-sensitive.

= Manual " Generte
Shared secret: Irl-----rlrl-
Corfim shared secret; II!IIIIIII-

I W Access-Feguest messages must contain the Message-Authenticator atirbute I

[T RADIUS clisrt is NAP-capable

) == =



%0 Network Policy Server

File. Action View Help

-o|x|

as| 7z e

@u MPS {Local)

= [7] rADIUS Clients and Servers
§ RADIUS Clients
ﬂ Remote RADIUS Server Groups
= LEI Policies
[ Connection Reguest Policies
| Metwork Policies
| ] Health Policies
ﬁ Metwork Access Protection
& Accounting

Make sure to
“Move Up” the
policies as shown

[ Connection reguest policies allow you to designate whether connection requests are processed locally or
| forwarded to remote BADIUS senvers. For NAP VPN or 8021, you must configure PEAP authertication in
connection reguest pnliu:.*_.r.

Enabled
Paolicy Enabled
=[ llse Windows authentication for all users Enabled

|Inspecified
Uinspecified
|Inspecified

o TEE —

Condttions - f the following condttions are met;

Actions

Connection Request Policies &
Mew
Export List
Wiew k
|G| Refresh

ﬂ Help

WirelessPolicy -

Move Up

Settings - Then the following settings are applied: -

Setting | WValue |
Aithertication Provider Local Compiter

Mowe Down
Candition | Value | Dizable
MAS Port Type  Wireless - Other OR Wireless - |EEE 802.11 Delete

Rename

Duplicate Policy

Properties

Help




4 Network Policy Server

WirelessPolicy Properties
File  Action Y¥iew Help = | | I
) verview | Conditions | Seitings
o Al lzal 7 [l L
. Policy name: | NirelessPolicy
@ MPS {Local) - 6o
B [] RADIUS Clients and Servers | i
§ RADIUS Clients 3 a5 [ Policy State
53 Remate RADIUS Server Groups if enabled, NP5 evaluates this policy while processing connection requests. f disabled, NFS does not evalue this policy.
= =/ Policies Palicy Nami
i “j Connection Request Policies EJ WiredPe ¥ Policy enabled
| Metwaork Policies EI Wireless

7 Health Policies
h Metywork Access Protection
.ﬁl Accounting

Review each tab
for the
connection
request policy to
make sure
everything is in
order.

I i
,._EJ Use Wir

‘Settings -

Settin
Authent

:

:

=y = =
L

Hhratae

— Netwark connection method

Select the type of netwonc access server that sends the connection request to NPS. You can select either the network access senver
hype or Vendor specific.

g Type of network access sarver:

E

| |Unspecified

™ Yendor specific:

10 -

x|

o ]

Cancel |

Appll




*& Metwork Policy Server

File  Action View Help

WirelessPolicy Properties

&= 5[z =

II Overview Condttions |Ee‘ftingsl

(@ nPs (Local)

=[] RADIUS Clients and Servers
& RADIUS Clients
iﬂ Remote RADIUS Server Groups
= =] Policies
;_,.u Connection Request Policies
[] Metwork Policies
[] Health Polidies
ﬁ Metwork Access Protection
B¢, Accounting

Review each tab
for the
connection
request policy to
make sure
everything is in
order.

=] WiredPc
EJ Wirsless

I_J Uz \Wir

Settings -

Setting
Authent

]

Configure the conditions forthis netwaone policy:

if conditionis match the connection request, NP3 uses this policy to authorize the connection request. f conditions do not match the
connection request, NFS skips this policy and evaluates other policies, f additional palicies are corfigured.

J Condtion Value

. NAS Port Type Wireless - Other OR Wireless - [EEE 802.11

Condition description;

The MAS Port Type condition specifies the type of media used by the access client, such as analog phionz lines, 1SDN, tunnels or vitual
private networks, |EEE 802 11 wireless, and Ethemet switches:

Add... Bty Remove

I




% Network Policy Server

File  Action View Help

as| 2= HE

l.lﬁlvam'aw Condtions  Settings

@ MPS (Local)

=[] RADIUS Clients and Servers
5 RADIUS Clients
_-a Rerote RADILS Server Groups
[= 'EI' Policies
|7 Connection Reguest Policies
[ Metwork Polidies
[ Health Policies
5 Metwork Access Protection
B, Accounting

Review each tab
for the
connection
request policy to
make sure
everything is in
order.

(= Wirsless
=f Use Wi

Condition

Condtio
NAS Po

Settings -

| Setting
Authert

:

Ly | Ly e e g -
Ll_l -

e

Canfigure the seftings for this netwars policy, .
If conditions and constraints match the connection request and the palicy grants access, seffings are applied.

Settings:

E:tﬂlﬂifﬂdl Authentication " Ovemide network policy authentication settings
£ Authentication Methods These authentication settings are uzed rather than the constraints and authentication

: zettingz in network. policy. For WPH and 802 T connections with MAP, you must
Forwarding Connection configure PEAR authentication here
Request
=» Authentication EAP types are negotiated between MPS and the client in the order in which theay
‘ﬁ couking are listed.

A EAP Types
s Lol |
RADIUS Attnbutes e Do |
@. Standard
AgE| [VESE Remave

Vendor Specific

Lezs secure authentication methods:
[T Miciozoft Enciypted Suthentication version 2 [M5-CHAP-2]

[T Usei can change password after it has expired
[T Hicrosoft Enciypted Authentication [M5-CHAR)
[T Usercan change password after it has expired
[T Encippted authentication [CHAP)
[T Unencrypted authentication [FAP, SPAF)
[T allow clierts to connect withaut negatiating an authentication method

x|

oK | concel |

Epply




25 Network Policy Server

File  Action View Help

=ojx|

YR =

@ MPS {Local)

B[] RADIUS Clients and Servers
F RADIUS Clients
_;j Remote RADILS Server Groups
B =] Policies
_| Connection Request Polices
I Network Polices
[7] Health Policies
5 Metwork: Access Protection
‘E Accounting

Under “Network
Policies” “Move
Up” the
WirelessPolicy as
required.

- " MNetwork policies allow you to designate who is authorized to connect to the network and the
circumstances under which they can or cannet connect.

=l
Palicy Mame | Status | Processing Order | Access T
WiredPolicy Enabled 1 Grant Access
|# Connections to Microsoft Routing and Remote Access server Enabled 2 Dery Access
(# Connections to other access servers Enabled 3 Ceny Access

Actions

Condtions - ¥ the following condttions are met: =

Condition | Value
MNAS Port Type  Wireless - Cther OF Wireless - IEEE 280211

Sedtings - Then the following settings ares applied: -

Setting | Value .l
Authertication Method EAF OR MELZHAP w1 OR MSCHAP v1 {Usercan change p... (.

Network Policies FY
Mew
Export List

View k

|G| Refresh

Help

Rename
Duplicate Policy

Properties

Help

Arncess Pemission Grant Access -
< | B

<1

10




-,
WirlessPolicy Propertie

File Action View Help

o xm HE

@ 1S (Local)
B [ RADIUS Clients and Servers

3 RADIUS Clients
ﬂ Remote RADIUS Server Groups
= __=J' Palicies
7] Comnection Request Polides
i Network Policies
7] Health Policies
ﬂ Metwork Access Protection
B Accounting

Double-Click
WirelessPolicy
and review all the
tabs for
accuracy.

* MNe

Palicy Nami
a WiredPe
."u’l.ﬁreless

I;ﬁ[:::unned
I:r_.i:iCDnned

Condition

Conditio
MNAS Po

=gy e f = -
. _’|_I o

Hfiratea

Overview |Cund'rtinns I Constraints I Settings |

NirelessPolic

Folicy name:

— Policy State
If enabled, MPS evaluates this policy while performing authonzation. | disabled, NPS does not evaluate this policy.

IV Policy enabled

—Access Pemission
If conditions and constraints of the network policy match the connection request, the policy can either grant access or deny
access, What is sccess permission?

% Grant access. Grant access if the connection request matches this policy.
" Deny access. Deny access i the connection request matches this policy.

¥ lgnore useraccount dialdn propeies.

If the connection request matches the conditions and constraints of this network policy and the policy grarts access, perfom
authorization with network policy only; do not evaluate the dialin properties of useraccounts .

— Metwork connection method

Select the tvpe of network access server that sends the connection request to NP5, You can select etherthe network access servertype
ar Vendor specific.

+ Type of network acoess server:

zl

|L|nspeu:'rfieu:|

" Yendar speciic:
10

£ |

Cancel |

Apply

11



*n Hetwork Policy Server

File  Action View Help

&= 1= s

WirelessPolicy Properties | .=

‘Overview (Condtions | Constraints | Settinge |

@ MPS {Local)

B[] RADIUS Clients and Servers
| RADIUS Clients
jj Remote RADIUS Server Groups
= =] Policies
_| Connection Reguest Policies
I3 Network Polices
[7] Health Policies
ﬁ Metwork Access Protection
‘G Accounting

Double-Click
WirelessPolicy
and review all the
tabs for
accuracy.

- Me
cin
il

Palicy Nam
a WiredPe
.Wireless
LﬂCDnnecl
EE’CDI'IHEIH

9

Condition

Conditio
MNAS Po

Settings -

Setting
Authent
Aocess

R —
_"|_I .

aem

Configure the conditions for this network palicy.

 conditions match the connection requast, NPS uses this policy to authorize the connection request, f conditions do not match the
connection request, NPS skips this policy and evaluates other palicies,  additional policizs are corfigured.

| Caondition | Valug

8@ NAS Port Type Wirgless - Other OR Wireless - IEEE 80211

By not specifying any conditions we are allowing all
domain authenticated connections here

Condition description: .
The MAS Port Type condition specifies the type of media used by the access client, such as analog phone lines, 150N, tunnels or vitual
private networles, IEEE 802 17 wirsless, and Ethemet switches.

3

oK Cancel |




-
-5 lietwork Policy Server WirelessPolicy Properties I

File Action Wiew Help

a=| 2= HE

Overview I Condtions ~ Constraints | 5e'l'ti1'|gs|

@u MPS {Local)

=[] RADIUS Clients and Servers
5 RADIUS Clients
iﬂ Remote RADILS Server Groups
= =] Policies
| Connection Request Policies
|7 Netwark Polidies
[ Health Palicies
ﬁ Metwork Access Protection
& Accounting

Double-Click
WirelessPolicy
and review all the
tabs for
accuracy.

Aocess

I

L e e -
L|_I d

+firatan

Canfigure the constraints for this networs palicy:
ff all conetraints are not matched by the connection request, network access is denied,

Constraints:

Constrainis

g Authentication Methods

il ldle Timeout

L% Session Timeout

u;l Called Station 1D

T Day and time restrictions

:_“ MAS Port Type

Allow access only to those clients that authenticate with the specified methods.

EAP types are negotiated between MPS and the client in the order in which they are
listed.

EAF Types:
Microsoft; Smart Card or other cerificate ff e |
Migve Lown |
Al |
Aad.. | Edi Femove |

Less secure authentication methods:
¥ Microsoft Encrypted Authentication version 2 (MS-CHAP+2)
¥ User can change password fter it has expirad
¥ Microsoft Encrypted Authertication (MS-CHAP)
¥ User can changs password after it has expired
™ Encrypted authentication {CHAP)
[T Unencrypted authertication (PAP, SPAP)
[T Alow clients to connect without negotiating an authentication method
™ Perform machine heatth check only

]

0K Cancel |

Epnly

13



* i Network Policy Server

WirelessPalicy Properties

File®  #ction

View Help

| F

Ealll?

Overview | Conditions CﬂﬂmslSeﬂhgﬁ

Bl |Z[ Palicies

(@ 1Ps (Local)

[El || RADIUS Clients and Servers
§ RADIUS Clients
._-'ﬂ Remote RADIUS Server Groups

_| Cornection Request Policies
[ Metwork Policies
[7] Health Policies
_5 Metwork Access Protection
B, Accounting

Select additional

protocols and the
right certificate as
shown

Settings -

Sei‘t'rng
Authent
Azcess

T e T =TTt =TT

Configure the constraints for this network palicy.

if all constraints are not matched by the connection request, network access is denied.

Constraints:

Constrainis

& Authentication Methods

oy ldle Timeout

Lx Session Timeout

u;J Called Station 1D

0 Day and time restrictions

& NAS Port Type

Allow access only to those clients that autherticate with the specified methods.

EAF types are negotiated between NPS and the client in the order in which they are

lizted.
EAF Types:

Microsoft: Smart Card ar other cerificate
Microsoft: Protected EAP (PEAR)

fdoye

T
Mowve Down |

1| | ¥
Add.... | Edit:.. Remove |
e smart Card or other Certificate Properties il
Wi .
W Birosc, This server idertifies tself to callers before the connection is completed. Select
MV Use the cerificate that you wart it to use as proaf of identity.
M Microse, '
- M Use o ficate issuedto: WMSve-WINZDDSAD e
b _ WSve-WINZ00BAD
[T Unengy  Friendly name: V/INZO08AD vprodemo com
in2008 SMmo .Col
[T Aowe e :'-:I'II LHLL;":'Q{W.FD::I ——
[T Pedomr
Expiration date: IAT2M5 91217 AM

OK I Cancel

14




“& Metwork Policy Server

File  Action Wew Help

a2z HE

@ nPs (Local)

Bl [ | RADIUS Clients and Servers
& RADIUS Clients
;‘H Remote RADIUS Server Groups
{=| Policies
_| Connection Request Policies
I3 Metwork Polices
[7] Health Policies
ﬁ Metwork Access Protection
lh Accounting

Finished review
of both Wired &
Wireless AAA

clients policies.

Ready for testing
client
authentication
with this NPS
configurated as
our Radius.

Condition

Conditio
MNAS Po

s == = g -

£}

¥ 1|

WirelessPolicy Properties

Settings

Crvepview | Conditions | Constraints

Configure the settings for this networ policy.
I conditions and constraints match the connection request and the policy grants access, seftings are applied.

Settings:

FURENLES Attt To send additional attrbutes to RADIUS dlients, select a RADIUS standard atiibute, and
then click Edit. f vou do not corfigure an attribute, it is not sent to RADIUS clients. Ses
your RADIUS client documentation for required attributes.

[ Wendor Specific
Network Access Protection
5 MAP Enforcement )
Atributes:
(B Extended State Name | T |
Routing and Remote Access Framed-Protocol FFP
oy Multilink and Bandwidth cendce: Type Freaietl
AMlocation Protocol (BAP)
T IP Filters
5 Encryption
31_",‘ IP Settings
Add... Edit. Hemaye

oK Cancel |

Al




Review 802.1x Architectural Components

Each of these components
have admin interface e —_———— 2
for managemenE -

Switch — Authenticatc

= _ Clients/End Points - Supplicant
802.1x capable
r h

LAN Cables
Radius Protocols
. EAP-TLS ireless Protocols
(Smartcard or Cert) WEP
o EAP-FAST WPA(TKIP)
o EAP-PEAP o WPA2(CCMP)
. EAP-GTC . WPA Personal (shared

. EAP-SIM Key) Active Directory
. LEAP 802.11i Compliant WPA Enterprise uses
AP - Authenticator Radius backend

16



802.1x Architectural Components

-Before Proceeding Remember to use the web interface for your
wired & wireless AAA clients and correspondingly bind them with the
NPS Radius with the same shared secret.

*We used “password1234” without quotes for this document.

*Choose a windows client for testing. We chose a Win 7 client for our
testing.

*Make sure your wired switch is configured with some “Open” ports
and some “Secure” ports although it is not necessary.

*Having this way you can validate connectivity on an open port if
you experience problems with 802.1x configuration.

17



‘A home - Microsoft Internet Explorer

File Edit Miew Favorites Tools  Help

@Back ™ L/J \ﬂ @ -_';"_| )__ESearch ‘E’:\Eﬁ' Favorites e}

Address Ia http:fi192.168.0.5(hame htm |

Security S Port VLAN
F Management Management

| |
I Parameters I

Statistics ACL Security O 5"?:::“"—' Multicast SNMP Admin  LogOut

IP Address

Priority

Authentication Port

Humber of Retries

Timeout for Reply |3 I(Sec)
Dead Time (] (hirn)
|
Hey String |password1 234 I:,a,mha Mumeric)
Source IP Address |1 92168.0.5 i
Usage Type Al | .

IP Priority Authentica- Humber of Timeout Dead Source U=zag

1i0n.2art o BEILiE8 e IOCREON TG P L

Address

i<

Wired AAA Client 192.168.0.5 web interface for configuring Radius Secret

18



<N Cisco I0S Series AP - Security - Server Manager - Microsoft Internet Explorer

Fil=  Edit  “iew Favorites Tools  Help

@Back T @ @ r‘_h /__' Seatch E.-\-\? Favorites @ [_-_:' :\é "r_l;l

address !@ tkp: /192, 168.0.4)ap_sec_network-security_a,shtml I

LJE 3

Backup RADIUS Server

Admin ACcess
Encryption Manager
2510 Manager
Server Manager
Local RADIUS Server

Backup RADIUS Server: ! (Hostname or IP Address)

Shared Secret:

[Apply] [ Delete J [ Cancel ]

Corporate Servers

Advanced Securin}

Current Server List

Priority 1: | 192.168.0.2 »

Priority 2: [<NONE> v]

Priority 1; |<NONE> %
Priority 2; | € NONE > V|

Dvinvite 2o | € MIORE 3 |

i 5 Ei;;i Server: |'| 92.1668.0.2 I(Hnstname or IP Address)
Shared Secret: |.-..-.-.-....|!
Authentication Port (optional): |J R45 _] (0-65536)
Accounting Port {optional): |J B46 _] (0-E5536)
[Apply ] [ Cancel ]
Default Server Priorities
EAP Authentication MAC Authentication Accounting

Priotity 1; |<NONE> %

Priarity 2: | < HNOME > V|

Dvinvite 2 | < MORE 3 |

v| Go Uik T Goc gle v | eP search » P & - SignIn
~

[

@ Dane

‘ Inkernet

Wireless AAA Client 192.168.0.4 web interface for configuring Radius

Secret
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Client Configuration

Right Click on Local Area Connection Adapter properties,
click on Authentication tab. (see next slide)

Make sure “wired autoconfig” or “wireless autoconfig”
service is running if this tab is not visible.

Check “Enable IEEE 802.1X authentication”.
Click OK.

Disconnect the client from an “Open” port on your wired
802.1X enabled switch and connect to “Secure” port on
the same switch.

20



]

P
1

&

Organize =

==

uv! }:-' < MNetwork and Internet » Metwork Connections »

Dizable this network device

—
A
el o1

Local Area Connection -
® _wprodemo.corm B k!
= IntelR) 8256 7L Gigahit Metwark ...

Diagnose this connection

- | 4-'-1-| | Search Metwerk Connections

Rename this connection »

Wifireless Metwark Connection

wprodermo.com 8
Intel(RY WAFI Link 5300 &GN

== (= #
M= ! '_|J bt

P

i
™

Local Brea Connection Properties il Protected EAP Properties

When connecting:

i_r:jetw.;.}-lzingl Authentication IF@.@E

Select thiz option to provide authenticated netwark, access for
thiz Ethernet adapter.

[f] Enable IEEE 8021 authentication I

Choose a network, authentication method:

|I'-.-1in:r|:|su:uft: Fratected EAR [PEAF] v] || Settings ||

[f] Remember my credentials for thiz connection each
tirme |'m logged on

[ Fallback to unauthorized network. acoess

| Addiional Settings... |

Review successful wired
802.1X authentication

[¥] walidate server certificate I

[Tl Connect ko these servers:

L

Trusted Foot Certification autharities:

[7] cElobalsign Root Ca -
[7] Microsoft Root Authority
| Microsoft Root Certificate Autharity

Tm

EE

V| vprodemo-WINOS-Ca I |
1] WSy c-WINZ00SAD =
4 m ¥ b

[T Do not prompt user to authorize new servers or trusted
cerification authorities,

Select Authentication Method:

Secured passward (EAP-MSCHAP w23

x | | Configure...

[¥] Enable Fast Reconnect

o] ] | Cancel

21



e

- wprodernoicor 8
cd:m Intel Ry WA F) Link 5300 AGH

W Intel(R) 8256TLM Gigabit Metwark ..,

@"xﬂjvl &l < Metwork and Internet » Metwork Connections e - | 3 | | Search tetwork Connections 2|
Organize » Connect To Disable this network device Diagnose this connection ol gz = Wl @l
‘: Local &rea Connection ‘: Wireless Metwork Connection

g E
== wprodemocom 8 P

= ==

Manage wireless networks that use (Wireless Metwork Connection)

Windows tries to connect to these networks in the order listed below.

rs

Add  Remove Move EAPTLE Wireless Metwark Properties =3l

L
z Connection | Security
Metworks you can view, r| [ |

P : i
Q\.__/ ?!djjj] « MNebwork and Internet » Manage Wireless Meboorks - | 4 | | Hegrch Manggs Wirslsss Metworks pe

Protected EAP Properties

“When connecking:

|| Walidate server certificate

_..-‘5 Conneck to these servers:
WinZ008A0, vprodemao, com

S EAPTLE
&. Security bype: |sPaz-Erterprise - ]
= |inksys Encryption bype: | AES v]
AL
—
S HORE
L. Choose a network authentication method: I
- |Microsoft: Protected EAP (PEAP) ~ ||| settings

[¥] Remember my credentials For this connection each
time I'm logged on

l Advanced settings |

Review successful wireless
802.1X authentication with
By =rms » Lserver validation as well

Sec | K | | Cancel

Trusted Root Certification Aukhorities:

| GlobalSign Rook CA -
[ &TE CyberTrust Global Rook

[7] Micrasaft Raat Autharity

[ Microsaft Rook Certificate Authority

m

wprodemo-WIMNOS-Ch
[ | WS- TMZ00SA0 -
4 BT = b

[ | Do mok prompt user to authorize new servers or krusked
certification authorities,

Select Authentication Method:

lSecured passwiord (EAP-MSIZHAP w2) *] | Configure. .,

[#]Enable Fast Reconnect

[T |Enfarce Metwark Access Protection

[T Disconnect if server does not present cryptobinding TLY
[~ Enable Identity Privacy

(] 4 | | Cancel




Review NPS Logs

* Review wired and wireless authentication logs
for your client using EAP-PEAP protocol with
vprodemo\administrator username and
password In the next two slides.

« We will note down the IP numbers for both wired
and wireless and logoff to make sure the

computer account can successfully log into the
802.1X network as well.

* Note that all these client side settings can be
pushed through GPOs (out of scope here).
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BN Administrator: CAWindowshsystem3dhomd. exe

Microzoft Windows [Uersion 6.1.71HA1

Copyright <c>» 2889 Microsoft Corporation. All rights reserved.

Cisllzerssadministrator  .UPRODEMO.BA1 *ipconfigsall

Notice the IP

Windows IP Configuration

address of the Host Mame - . . . - . . - : e6400
Primary Dns Eufflx - : vprodemo.com

1 Mode Tuype . . . - : Hybrid
ered and IP Routing Enahled. - : Ho

. WIMS Proxy Enahbhled. - : Mo
ereleSS DNE Suffix Seawrch List. . : vprodemo.com
Conflguratlon lireless LAN adapter Wireless Metwork Connection:
h Connection—specific DMS Suffix vprademo . com

ere. Description . . « « = = = « - Intel(R> WiFi Link 5388 AGN

Ping/t from
your server.

Cold boot and
watch if the
802.1X secure
connection
with the
computer
account is
authenticated
instead of
domain user
account

Physical Address. .
DHCP Enabled. . . .

AB-21-6A-BC-84-60
Yes

Yes

Autoconf iguration Enahled
Link—local IPvbe Addres

IPv4 Address. . . . .

Subnet Mask . .
Lease Obtained.
Lease Expires .
Default Gateway
DHCP Server . .

122 .168.0.112¢Preferred?

Lanfof mianfol mfanfol m OF

Monday, October 26, 2009 18:32:59 PM
Sunday,. Movember HA1,. 26089 1A:33:84 PH
192 _168._A.260

192.168.8.2

218112362

DHCPu6 IAID . . .
DHCPu6 Client DUI

D

122.168.68.2
Enahled

DMS Servers . . . . - - om
MetBIOS over Tocpip. - - -

Ethernet adapter Local Area Connection:
Connection—specific DMS Suffix vprademo . com
Description . . . -« -« & & & - &

Physical Address. . . . . Af-21-YA-D3-31-F2
DHCP Enabled. . . . . - Yes

Autoconf iguration Enahled Yes

Link-local IPuve Address .
IPv4 Address. - . .- - : 192.168.8.188<(Preferred>

Subnet Mask . . . 2LC _2LC _JLL @

Lease Obtained. . Monday, October 26, 2087 1A:33:684 PH
Lease Expires . . Sunday,. Movembher H1. 26089 18:33:684 PM
Default Gateway . 1?2.168.0.2008

DHCP Server . . . 192 . 168_A8.2

DHCPve IAID . . . 234889584

DHCPuv6 Client DUI

D

L LrAFEFE EAFLALAL = FAFArL = § oFLalF = AFS A FUFSe L La hPl‘Efﬂl‘l‘Ed)

#8-81-88-81-11-9C-B3—-8B-88-21-YA-D3-31-F2

Intel<R>» 82567LM Gigabhit Network Connecti

Lafffi==f4Th=23L0 =4 413 =044A+11 {Preferred)

A8-81-AA-A1-11-9C-B3-8B-8A-21-7A-D3-31-F2
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Notice both the IPs
would ping even if
the computer comes
from cold boot.

: hytes=32 time<imz TTL=128
: hytes=32 time{ims TTL=128
: hytes=32 time{ims TTL=128
: hytes=32 time<{ims TTL=128
: hytes=32 time<{ims TTL=128
: hytes=32 time=ims TTL=128
: hytes=32 time{ims TTL=128
: hytes=32 time{ims TTL=128
: hytes=32 time{ims TTL=128
: hytes=32 time{ims TTL=128
: hytes=32 time{ims TTL=128
: hytes=32 time<ims TTL=128
: hytes=32 time<ims TTL=128
: hytes=32 time<{ims TTL=128
: hytes=32 time=8B6ms TTL=128
: hytes=32 time<{ims TTL=128
: hytes=32 time<{ims TTL=128
: hytes=32 time<ims TTL=128
: hytes=32 time<imsz TTL=128
: hytes=32 time<imsz TTL=128
: hytes=32 time<imsz TTL=128
: hytes=32 time<imsz TTL=128

We already saw Ping statistics for 192.168.0.100:
these settings on Packets: Sent = 64, Received = 64, Lost = @ (Bx

Approximate rowund trip times in milli-—seconds:

the NPS by a”OWing Egntﬂirlligum = @mz, Maximum = Bémz,. Average = 1ms
“Domain Users” as C:\Users\Administrator>ping/t 192.168.0.112

We will review the
client side settings
responsible for the
“computer/machine’
authentication.

well as “Domain inging 192.168.8.112 with 32 hytes of data:
” eply from 192.168.8.112: hytes=32 time=4mz TTL=128
Computers under eply from 192.168.0.112: bytes=32 time=1ms TTL=128

cy, AR

e rom . .
the Network Policy. |ttt
eply from 192.168.
eply from 192.168.
eply from 192.168.
eply from 192.168.
eply from 192.168.
eply from 192.168.
eply from 192.168.
eply from 192.168.

112: bhytes=32 time=1ims TTL=128
112: bhytes=32 time=1ims TTL=128
112: bhytes=32 time=1ims TTL=128
112 bhytes=32 time=1ims TTL=128
112 bhytes=32 time=1ims TTL=128
112: hytes=32 time=1ims TTL=128
112: hytes=32 time=1ims TTL=128
112: hytes=32 time=1imsz TTL=128
112: hytes=32 time=1imsz TTL=128
112: hytes=32 time=1imsz TTL=128
112: hytes=32 time=1imsz TTL=128
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@-uv! *il « PMetweork and Internet » Metwork Connections e - |+1 | | Seqroh Metwork Connections 2 I
Organize = Disable this network device Diagnese this connection Rename this connection » = M |§]
.‘- Local Area Connection .:. Wireless Metwork Connection

= yproderno.corn 8 = o cuproderno.corm 8
:I.::A_J IﬂtEl(R} Ezﬁﬁ?LM Glga r'J. Bl o | Frm Tado O SAGE L ol D000 & 0] g
W Lacal Area Connection Properties Advanced settings
i Metworking rﬂat—h;ﬂ;ﬂtlﬂﬂ Sharingi B2, 1% settings |

[¥] specify authentication mode

Select thiz option to provide authenticated netwiork | — -
thiz Ethernet adapter. ILIser ot cornputer aukhentication | Save credeantials
[¥] Enable IEEE 8021 authentication Dielete credentials for all users

Chooze a netwark, authentication method: =
|"_|Enahble single sign an Far this netwark,

lMi-:rl:nsnft: Frotected EAF [PEAF] -

i@ Perfarm immediately before user logon

Perfarm immediately after user lngon
[¥] Remember my credentials for this connection e Wi Hiala teseahds

time |'m logged on i

Al additional dialogs to be displayved during sinale

[] Fallback to unauthorized network. access sign an

This netwoark, uses separate virtual L&Ms For machine
and user authentication

| Addiional Settings... |

T l oK ] l Cancel |
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Summary

We installed and configured NPS as a Radius for using a wired as
well as wireless AAA clients.

We tested the configuration with Win 7 client with both computer
authentication as well as user authentication.

Your vPro client can now be provisioned with a wired & wireless
802.1X profile and you can maintain secure network connectivity
even when the client is completely shutdown.

By having computer authentication you can wake up vPro client
even wireless using AMT secure power-on command and patch the
system without any user sign-on.
For details on how to do this with Configuration Manger SP2 review
my document

— http://communities.intel.com/docs/DOC-4206

— AIthou”gh CISCO ACS server is detailed here this would work for NPS

as we

For details on how to do this with Configuration Manger SP1 review
my document

— http://communities.intel.com/docs/DOC-3867

— Although IAS is described in detail here this would work with NPS as
well with Intel Genscript used to push wireless scripts.
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