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Step through the 

Wizard again to 

add your wireless 

client.  
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Step through the 

Wizard to select 

the required 

protocol and click 

“Finish” when 

you are done.
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Make sure to 

check the 

required 

Message 

Authenticator for 

EAP.



6

Make sure to 

“Move Up” the 

policies as shown



7

Review each tab 

for the 

connection 

request policy to 

make sure 

everything is in 

order.
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Review each tab 

for the 

connection 

request policy to 

make sure 

everything is in 

order.
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Review each tab 

for the 

connection 

request policy to 

make sure 

everything is in 

order.



10

Under “Network 

Policies” “Move 

Up” the 

WirelessPolicy as 

required.
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Double-Click 

WirelessPolicy

and review all the 

tabs for 

accuracy.
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Double-Click 

WirelessPolicy

and review all the 

tabs for 

accuracy.

By not specifying any conditions we are allowing all 

domain authenticated connections here



13

Double-Click 

WirelessPolicy

and review all the 

tabs for 

accuracy.
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Select additional 

protocols and the 

right certificate as 

shown
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Finished review 

of both Wired & 

Wireless AAA 

clients policies. 

Ready for testing 

client 

authentication 

with this NPS 

configurated as 

our Radius.



16

Review 802.1x Architectural Components

802.1x capable

Switch – Authenticator

802.1x capable

Switch – Authenticator
LAN Cables

802.11i Compliant

AP - Authenticator

802.11i Compliant

AP - Authenticator

Clients/End Points - SupplicantClients/End Points - Supplicant

NPS serversNPS servers

Active DirectoryActive Directory

Each of these components 
have admin interface 
for management

Radius Protocols

• EAP-TLS 
(Smartcard or Cert)

• EAP-FAST

• EAP-PEAP

• EAP-GTC

• EAP-SIM

• LEAP

Wireless Protocols

• WEP

• WPA(TKIP)

• WPA2(CCMP)

• WPA Personal (shared 
Key)

• WPA Enterprise uses 
Radius backend
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•Before Proceeding Remember to use the web interface for your 

wired & wireless AAA clients and correspondingly bind them with the 

NPS Radius with the same shared secret.

•We used “password1234” without quotes for this document.

•Choose a windows client for testing.  We chose a Win 7 client for our 

testing.

•Make sure your wired switch is configured with some “Open” ports 

and some “Secure” ports although it is not necessary.  

•Having this way you can validate connectivity on an open port if

you experience problems with 802.1x configuration.

802.1x Architectural Components
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Wired AAA Client 192.168.0.5 web interface for configuring Radius Secret 
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Wireless AAA Client 192.168.0.4 web interface for configuring Radius 

Secret 



20

Right Click on Local Area Connection Adapter properties, 

click on Authentication tab. (see next slide)  

Make sure “wired autoconfig” or “wireless autoconfig”

service is running if this tab is not visible.

Check “Enable IEEE 802.1X authentication”.

Click OK.  

Disconnect the client from an “Open” port on your wired 

802.1X enabled switch and connect to “Secure” port on 

the same switch. 

Client Configuration



21

Review successful wired 

802.1X authentication
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Review successful wireless 

802.1X authentication with 

server validation as well
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Review NPS Logs

• Review wired and wireless authentication logs 
for your client using EAP-PEAP protocol with 
vprodemo\administrator username and 
password in the next two slides.

• We will note down the IP numbers for both wired 
and wireless and logoff to make sure the 
computer account can successfully log into the 
802.1X network as well.

• Note that all these client side settings can be 
pushed through GPOs (out of scope here).
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Notice the IP 

address of the 

wired and 

wireless 

configuration 

here.  

Ping/t from 

your server. 

Cold boot and 

watch if the 

802.1X secure 

connection 

with the 

computer 

account is 

authenticated 

instead of 

domain user 

account
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Notice both the IPs

would ping  even if 

the computer comes 

from cold boot.

We will review the 

client side settings 

responsible for the 

“computer/machine”

authentication.

We already saw 

these settings on 

the NPS by allowing 

“Domain Users” as 

well as “Domain 

Computers” under 

the Network Policy.
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Summary
• We installed and configured NPS as a Radius for using a wired as

well as wireless AAA clients.

• We tested the configuration with Win 7 client with both computer
authentication as well as user authentication.

• Your vPro client can now be provisioned with a wired & wireless 
802.1X profile and you can maintain secure network connectivity 
even when the client is completely shutdown.

• By having computer authentication you can wake up vPro client 
even wireless using AMT secure power-on command and patch the 
system without any user sign-on.

• For details on how to do this with Configuration Manger SP2 review 
my document 
– http://communities.intel.com/docs/DOC-4206

– Although CISCO ACS server is detailed here this would work for NPS 
as well 

• For details on how to do this with Configuration Manger SP1 review 
my document
– http://communities.intel.com/docs/DOC-3867

– Although  IAS is described in detail here this would work with NPS as 
well with Intel Genscript used to push wireless scripts.


